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GLOSSARY

Terms relating to sexual abuse and
exploitation of children

child - Every human being below the age of
eighteen years unless under the law applicable
to the child, majority is attained earlier (article
1, Convention on the Rights of the Child).

child abuse images — Representation, by
whatever means, of a child engaged in real

or simulated explicit sexual activities or any
representation of the sexual parts of a child
for primarily sexual purposes (see ‘child
pornography’ below). Although there is no
internationally agreed definition of ‘child abuse
images’, this report uses the term as defined
above and is preferred over child pornography
because it leaves no doubt that abuse and
exploitation are involved.

child pornography — Any representation,

by whatever means, of a child engaged in
real or simulated explicit sexual activities or
any representation of the sexual parts of a
child for primarily sexual purposes (article 2,
Optional Protocol to the Convention on the
Rights of the Child on the sale of children,
child prostitution and child pornography).

In this report, the term ‘child abuse images’
is preferred.

child prostitution — Use of a child in sexual
activities for remuneration or any other form
of consideration (article 2, Optional Protocol
to the Convention on the Rights of the Child
on the sale of children, child prostitution and
child pornography).

child sexual abuse - As defined in article

18 of the Council of Europe Convention on

the Protection of Children against Sexual
Exploitation and Sexual Abuse (CETS No. 201,
also known as ‘the Lanzarote Convention’):

(a) Engaging in sexual activities with a child
who, according to the relevant provisions of
national law, has not reached the legal age for
sexual activities;

(b) Engaging in sexual activities with a
child where:

® use is made of coercion, force or threats;

e abuse is made of a recognized position of
trust, authority or influence over the child,
including within the family;

¢ abuse is made of a particularly vulnerable
situation of the child, notably because of a
mental or physical disability or a situation
of dependence.

The provisions of paragraph (a) are not intended
to govern consensual sexual activities between
minors [children under 18 years old] (article 18.3).

child sexual exploitation — Child prostitution,
child pornography and the participation of a
child in pornographic performances, including
recruiting, coercing or causing a child to
participate in pornographic performances, or
profiting from or otherwise exploiting a child
for such purposes and knowingly attending
performances involving the participation of
children; intentionally causing a child who has
not reached the legal age for sexual activities
to witness sexual abuse or sexual activities,
even without having to participate; and the
solicitation of children for sexual purposes
(Council of Europe Convention on the Protection
of Children against Sexual Exploitation and
Sexual Abuse, articles 18-23).

online child sexual abuse - Production,
distribution, downloading or viewing of child
abuse material (both still and video images),
also known as child pornography; online
solicitation of children and young people to
produce self-generated child abuse material,
to engage them in sexual chat or other online
sexual activity, or to arrange an offline meeting
for the purposes of sexual activity, also known
as grooming or luring; and facilitation of any
of the above. There is no agreed definition of
online child sexual abuse in international law;
for the purposes of this report, the term is
defined as noted above.

online grooming - Defined by various
authors and used in this report to describe a
process intended to lure children into sexual
behaviour or conversations with or without
their knowledge, or a process that involves




communication and socialization between the
offender and the child in order to make him or
her more vulnerable to sexual abuse. The term
‘grooming’ has not been defined in international
law; some jurisdictions, including Canada, use
the term ‘luring’.

online/offline environment - The interface
between computer-mediated communication
and face-to-face communication. ‘Online’ entails
non-physical communication and ‘offline’
involves physical interaction.

paedophile - A diagnostic category referring
to an exclusive sexual orientation towards
prepubescent children. It does not accurately
portray those who sexually abuse children
via the Internet and mobile technology, many
of whom are married or in long-term sexual
relationships with adults. Therefore, in this
report, the terms ‘child abuser’ or ‘sexual
abuser’ are used.

sale of children — Any act or transaction
whereby a child is sold by any person or group
of persons to another for remuneration or any
other consideration (Optional Protocol to the
Convention on the Rights of the Child on the
sale of children, child prostitution and child
pornography, article 2(a)).

sexual abuser — Anyone who sexually offends
against children or engages in any sexual
activity with a child, commonly called a
‘paedophile’, but as noted above, the terms
‘child abuser’ or ‘sexual abuser’ are more
appropriate. There is no internationally agreed
definition of this term.

solicitation of children for sexual purposes -
The intentional proposal, through information
and communication technologies, of an adult to
meet a child who has not reached the legal age
for sexual activities, for the purpose of engaging
in sexual activities or the production of child
pornography (adapted from Council of Europe
Convention on the Protection of Children
against Sexual Exploitation and Sexual Abuse,
article 23).

Terms relating to the online environment

blog — Websites that have entries, or

‘posts’, including text and images, typically
displayed in chronological order. Entire
blogs or particular posts can be public and
available to everyone online, or private and
available only to users who are authorized by
the blog owner/author.

broadband - A high-capacity digital connection
that facilitates a faster Internet connection

and enables a more rapid exchange of

larger files such as videos, games and
software applications.

browser - A software program that is selected
by the consumer and used to locate and
display pages on the World Wide Web (web
pages). Popular browsers include Microsoft's
Windows Internet Explorer, Firefox, Google
Chrome, Safari and Opera.

chat room - Virtual ‘meeting rooms’ where
people can communicate by typing in
messages to each other, or chat, in real time.
Most chat rooms focus on a particular topic,
but some are more general and are created
to provide a forum for individuals to meet
other people.

cyberspace — The virtual shared universe of
the world’s computer networks. The term was
created by William Gibson in his 1984 novel
Neuromancer. It is often used interchangeably
with ‘the Internet’.

download - The process in which data are
copied to a computer from the Internet or
another source such as an external drive, a
disk, a phone or other devices. Data that are
typically downloaded on to a computer for
viewing, storage and future access include text
files, photographs, videos and music.

email — Short for ‘electronic mail’, a tool that
allows someone to send a message, or ‘email’,
to another person’s electronic mailbox over a
communications network such as the Internet.

filter - A mechanism to sift out and block
access to certain material. Most child-safety
software packages use a filtering component;
the program may be designed to operate on
an individual personal computer or it may

be applied to a network of computers. Often
a filtering component is provided ‘free’ as

an integral part of a computer’s operating
system, or it will come as part of a connectivity
package from a user’s Internet service
provider. Customized filters have also been
developed for mobile phones and consoles.

information and communication technology
(ICT) - Any communication device or
application, encompassing radio, television,
cellular phones, satellite systems, and
computer and network hardware and
software, as well as associated services and
applications such as videoconferencing and
distance learning.




instant messaging (IM) — Text-based
communications service similar to a chat
room. The key difference is that chat rooms
are usually public spaces where anyone can
participate, while IM systems generally rely

on a ‘buddy list” or some other list of people
predetermined by the user. Only people on the
list can communicate with the user, hence each
user has control over whom he or she includes
in instant messaging. Google Chat, MSN and
Twitter are examples of IM services; most social
networking sites (see definition below) have an
IM function.

(the) Internet — Worldwide network of
hundreds of thousands of interconnected
computer networks, using a common set

of communication protocols and sharing a
common addressing scheme. The Internet
facilitates the transmission of email messages,
text files, images and many other types of
information between computers.

Internet service provider (ISP) - A commercial
enterprise that provides users with direct access
to the Internet, usually for a fee, or a business
that provides Internet services such as website
hosting or development.

online — Controlled by or connected to a
computer network or the Internet, and any
activity or service that is available on or carried
out via the Internet. A person is ‘online’ when she
or he has logged into a network of computers, or
has connected a computer or other device to the
Internet. The term ‘offline’ describes activity that
is not carried out online as well as the condition
of being disconnected from the Internet.

peer-to-peer (P2P) — Software that allows
transmission of data directly from one
computer to another over the Internet, usually
without needing to involve a third-party server.

penetration - How widely a technology gets
adopted among people to whom the technology
is available.

photo sharing — An application that enables
users to upload, view and share photos; users
can allow either public or private access.

sexting — A form of text messaging/texting (see
definition below) in which people send pictures
of a sexual nature or sexually explicit text. This
is especially common among teenagers.

short message service (SMS) - The common
text messaging service available on mobile
phones, other handheld devices and computers.

smartphones — Mobile phones that
incorporate a complete operating system
and are able to access the Internet. In many
ways, they are like tiny computers, with
more memory and bigger screens than
ordinary phones.

social media - Primarily Internet- and
mobile-based tools for sharing and
discussing information. ‘Social media’
most often refers to activities that integrate
technology, telecommunications and social
interaction, and are used to share words,
pictures, videos and audio.

social networking sites (SNS) — Online
utilities that enable users to create profiles,
public or private, and form a network of
friends. SNS allow users to interact with
friends via private and public means,

such as messages and instant messaging,
and to post user-generated content,

such as photos and videos. Examples of
SNS include Facebook, MXit, Myspace

and Orkut.

text messaging/texting — Short text
messages sent using mobile phones,
wireless handheld devices (such as Sidekick)
and personal digital assistants (basic
handheld computers known as ‘PDAs’).

upload - The process of transmitting data
from a user’s machine to a server.

video sharing - Like photo sharing (see
above) but for videos. These videos are
often user-generated; the largest video
sharing website is YouTube.

virtual worlds - Online simulated three-
dimensional environments inhabited by
players who interact with each other via
avatars (movable icons representing a
person in cyberspace). Second Life, or
more popularly with young people, Teen
Second Life, are examples of virtual worlds.

webcam - A video camera that is built
into or connected to a computer that is
connected to the Internet.

World Wide Web (WWW) - A hypertext-
based system for finding and accessing
data on the Internet. The Web hosts
documents, called web pages, which

may be linked with other documents or
information systems. The Web is a portion
of the Internet and not all servers on the
Internet are part of the Web.
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